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HMatee B COOTBeTCTBHH ¢ Tabnumel 2 MOXHO chaejlaTk BbIBOA O €&
EBEARTYATLHOCTH. \ ‘

Buisoa

MAax zamwo#t UCITOH 8 MBY JIO LT (r.KpacHo3aBoack), Hcnonb3yromeH
Xxm obpaborxn [1/]n APM, umeroell nMoAKIIOYeHUs K CETAM MEXIYHapOJHOTO
EEPOPMATHOHHOIO 00MEH2, aKTYaIbHBIMH ABJIAIOTCH TOJIbKO yrpossl HCJI,
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[— YTBEPX]JAIO
" Mupekrop MBY IO LIAT
(r.KpacHo3aBosck)

7 vzl Muxaiinosa I".H.

e

MOJEJb g
yrpo3 6e30nacHOCTH NePCOHAJbHBIX AaHHBIX, 00pabaTbiBaeMbIX B
aBTOMATH3HPOBAHHOM paGoyeM MecTe KaHLEAAPHH,

HMeIOLHX NOAKTIOYEHHS K CeTAM MeKAYHapOAHOro HH(POPMAaLHOHHOTO
obmena, 8 MBY 1O T (r.KpacHo3zaBoack)

BBeaenue

B MBY [0 UIAT (r.KpacHo3aBoack) uHpOpMAIlMOHHAS CHCTEMa
HepcoHANbHEIX AaHHBIX (nanee - MCIIJIH), ucmonbsyiomas B KauecTBE CPEACTB
aBTOMAaTH3alldl  aBTOMAaTH3UpOBaHHoe pabouee Mecto (manee - APM),
NPUMEHSIETCH B KaHyeaapuy W COIEPKUT TepcoHaNbHble NaHHble (nanee - I1/H)
COTPYIHHKOB YUPEKICHHUS U 00Y4aIOUIAXCSL.

IMo HanuuMIO MOAKNIOYEHHH K CeTSM MeXIYHapoJHOro HHGOPMAaNHOHHOTO
o6mena MCTTIH 0THOCUTCS K CHCTEMAM, HMEIOLINX TTOIK/TIOUeHHH,

ITo pexumy obpabotkn II/lH Ha APM «xaHIensipuMm OTHOCHTCS K
OJHOIIOJIB30BATENLCKHM,

Ipu cocraBnenuu mozenu yrpos HezonacHocrd I1IH B MICI1[IH Ha APM B
MbYJIO LAT I .KpacHozaBoack, HMelOL[UX [OAKIIOYEHHS K  CETIM
MEXAYHAPOIHOTO UH(POPMAIIMOHHOTO 0OMEHa, UCII0IB30BaIMCE!

"MeTtoauka oOIpeneNieHuss aKTyalbHBIX Yrpo3 0e30macHOCTH Ie€PCOHAIBHBIX
JaHHBIX Tp¥d MX 00paGoTke B HMHOOPMAIMOHHBIX CHUCTEMAX MEPCOHAIBHBIX
naHHBIX", yTBepkAenHas PCTOK 14.02.2008 (nanee - Meroguka);

"ba3oBas Mogenb Yrpo3z 6e30MacHOCTH IEPCOHAIBHBIX HAaHHBIX NPM HX
obpabGorke B  HH(QOPMAIMOHHBIX  CHCTEMaX  IEPCOHAIBHBIX  JaHHBIX",
ytBepxaerHas ®CTIK 15.02.2000 (nanee - Mogens yrpos).

I. Onpegenenne aktyanbHocTu yrpos 6esonacHoet ILn nis UCTLAH

B cootBercTBHE ¢ MeTonmKol aKTyalbHOH cUMTaeTCst yrposa, KoTopas MOXeT
6bITh peanmzobaHa B MUCIT/IH u npeacrtasiaste onacHocTs ais I1JIH. [nst oueHku
BO3MOXXHOCTH peaii3alliy yrpo3bl UCIOJNb30BAIUCH JBa [10Ka3aTess:

¢ YpOBEHBb MCXOJHOMH 3anmieHHocty ganHod MCITIH;

® YacTOTa (BEPOATHOCTH) peain3alli pacCMaTpUBaeMOi yrpo3sl.

Ilpn oTHeceHuHm paccMaTpUBaeMoil yrpossl K akTyanbHOH OBl ompeneieH
nokasarens onacHocty st UCT/.

1.1. Iloka3aTesn uexoaHoii 3amumentHoetn UCT Au
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JaHHbll TOKA3aTeNb B COOTBETCTBHH ¢ MeTOMMKON 3aBHCHT OT TEXHHYECKUX
¥ 3KCINTyaTanuoHHsIx xapakrepuctik UCTIu (Tabu. 1) ¥ COOTBETCTBYET CPEHEH *
CTeleH: UCXOIHOM 3amueHHocTH (Y =5).

] S , ] . Tabmuua 1
Ne TexHUYECKME U DKCIUTYaTallMOHHBIE XapaKTEPUCTUKH YpoBeHs
- I/ICHILH . 3alIHICHHOCTH
R _ = N . \ . et
1 Ilo TeppHTOpHaIILHOMy pa3sMelleHHIO. BBICOKMH
2 Tlo HamM4HIO COCNIMHEHUS C CETAMH 06mero NONE30BAHUA. | BBICOKUH
Io BCTpOEHHBIM (JI€TajbHBIM) OMEPALUIM C 3aNHCAMH Gas’ S
TIepCOHANBHBIX [IAHHBIX. ‘ P
4 Tlo pasrpaHM4eHHIO . nomyna K I/ICHIIH ‘ cpenHuit
5 Io HanWuMio COENMHEHHH ¢ APYrHMU 6a3aMH HI[H HHEBIX BBICOKHH
HCH}IH {
6 ITo ypom—uo 0606H.ICHI/I$I (o6e3nmnBaHym) HI[H. ; HU3KHAN
Ilo o6bemy I1JIH, KOTOpbIE MPEACTABIAIOTCA CTOpOHHHM BEICOKHI

nonssosatensm UCIIIa 6e3 npensaputenpHoil 00paboTKH. |

1.2. YacToTa peau3alHy paceMaTpuBaemoil yrposbl

IMox uacTOTOl MOHMMAETCA ONpeleNnseMblli IKCIEPTHBIM ITyTeM IIOKa3aTenb,
XapaKTepU3YIOUIHii, HACKONBKO BEPOATHBIM SBIACTCS DPealln3alus KOHKPETHOH
yrposnl 6esonacuoctd I1JTH qns fannoii MCTIlH B ckiiaJBIBAIOIIMXCA yCIOBHAX
obcramopku. Ilpu cocCTaBleHMH IIepevHs aAKTYaJbHBIX Yrpo3 HCIOJB3YOTCA
yeTeIpe BepbaIbHBIX MPajaliHy 3TOro nokasarens (Ya):

0 - ManoOBEPOATHO;

2- HH3Kas BEPOSTHOCTH YrPO3EI;

5 - cpenHssl BEPOATHOCTE YyIPO3bI;
10 - BBICOKast BEPOSITHOCTD YIPO3BI.

C y4eTOM BHIIEUINOKEHHOro KodbduIMeHT peanusyeMoctd yrposel (Y)
Oy.1eT OMpeaeNsAThCA COOTHOIIEHUEM:

Y=(5+Y,)/20, [1]

ecIH 0<Y<0,3, TOBOIMOXHOCTh PEasM3al}H{ YIPO3EI IPH3HACTCA HU3KOH;
ect 0,3<Y< 0,6, TO BO3MOXHOCTb PeaH3allii YIPO3bl IPU3HAETCA CPenHei;
ecti 0,6 <Y <0,8, TO BO3MOXHOCTh peai{3aliM yrpo3bl IPH3HAETCS BRICOKOM;

eCIH Y > 0,8, TO BO3MOXHOCTb pealid3allii yYTPo3bl [PU3HAETCS O4CeHb
BBICOKOH
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1.3. IIpaBuna oTHeCEHHs Yrpo3bl GE30NACHOCTH K aKTyaJIbHOi

TMokasatens omacHoctd mis paccmarpusaemoii VICITH Obint onpeneneH Kak '

HH3KHi, T.. peanu3auds yrposbl MOXKET NPUBECTH K HE3HAUUTEIBHBIM
peratuHbiM mochenctsuam grs MBYJO LAT I.KpacHo3aBoACK. 3ateM B
COOTBETCTBMM ¢ MEeTONMKOM Omnpeaensercs axTyalbHOCTh paccMaTpHBaeMOr

yrpossl (1abn. 2).
Tabmuua 2

Huskas ; HeaxkTyaJbHas
Cpennss HeaKTyaJjbHas
Bricoxast i aKTyaJbHas
OueHb BbICOKAs ‘ axTyalbHas

2. Yrposnl 6ezonacnoctd [/1n

Ipu obpaborke [T Ha APM, HMelOmMM MOAKIIOHEHHS K CCTAM CBS3U
obulero TMONB30BaHMs. M (MIM) CETSIM MEXIAYyHApOLHOTO UHGOPMALIHOHHOTO
o6MeHa, B COOTBETCTBUU ¢ MOJEIbI0 yrpo3 BO3MOXHA peanusanus CICAYIOUIMX
yrpo3 6€30I1aCHOCTH MEPCOHANBHBIX IaHHBIX:

® yrpo3bl yTEUKH HHOOPMALHH IO TEXHUUECKUM KaHalaM;

e Yrpo3bl HECAHKIIMOHUPOBAHHOIO NOCTYNa (HCJD)  I1]TH, o6pabaTsiBaeMbIM
B APM;

e yrpo3bl  HEJEKIapUPOBAHHBIX sosmoxHocteit (HB) mporpaMMHOro
obecreuenus Ha APM ncronbsyembix s o6paborku ITJH.

2.1. Yrposbl yredkn HHOOPMANHH 0 TEXHUHECKHM KaHA1aM

Yrpo3s! yTeuKkn HHGOPMALIH [10 TEXHUYECKUM KaHa/1aM BKIHOHAIOT B cebst:

e yIpo3bl yTEUKH aKyCTHUeCKoH (peueBoii) uHbOpMaLIKH;

e yrpo3bl yTedKH BUIOBOH HHPOPMALIMH;

e yrpo3sl yTeuky HHpopManuH no Kanaiy 1060YHOTO 3JIeKTPOMArHUTHOTO
H3TyYeHHUs W HaBOJIKU (TISMUH).

BoO3HUKHOBEHUE YIpo3 YTeUKH akycTHuecKoii (peueBoii) HH(POPMANHH,
comepxaileiics HENOCPEACTBEHHO B TIPOM3HOCHMOM  peud  MOJB30BATEA
unopmatmonHo# cuctemsl I1J]lH (UCIJIn) npu obpabortke I1/lH B UCIIAH,
o6ycioBeHo HanuuueM (YHKLUMH TOJIOCOBOTO BBOAR NJu 8 WUCIIn wu
dyHkuun Bocriporssesenus [1]H aKyCTHYECKHMY cpenctamu UCT1IH.

OTcyTcTBHE BBIILENPUBENCHHBIX (QYHKIMH MpH o6paGotke 11In B UCILIH
[103BOJSIET HMCKJIIOWHATh AAHHYIO Yrpo3sy W3 CIHCKa aKTyalbHBIX yIpo3 I

Bo3MOKHOCTh peanusauus yrposbl:  [Tokasateh ONacHOCTH yrpo3sl - HU3KUH
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Jannoi UCITHH.

Peanu3alus yrposbl yTeukH BHI0BOH HHQpOpManH# BO3MOXHA 3a CUET
npocMoTpa MHGOpMALMKE BEIBOAWMOH Ha OKpaHbl MOHHMTOPOB KOMIIBIOTCPOB,
BXOZANMX B cocTaB APM, ¢ IOMOMIBIO ONTHYECKUX (ONTHKO-3IEKTPOHHBIX)
CPeCTB, BHEJPEHHBIX B CIyXeGHble MOMELUCHHS HIIH CKPBITHO HCIIONB3YEMBIX
UIHIECKMMH TULAMH [IPH [IOCEUIEHHH MMl 3THX IOMEIICHHI.

Onnako, cobmomenus onepatopom WCII[IH ompeaeneHHBX TpeGoBaHHA
(APM B MOMEIIEHHH pa3MELIAIOTCH TakKUM 00pa3soM, 4TOGBI HCKIIOYHTH
BU3YANbHEIH MPOCMOTp KPaHa MOHHTODA JULEMH, HE MMEIOIIMMH OTHOIICHUA K
obpabaTriBaeMOl MH(POPMALMH, Yepe3 OKHO, & TAKXKe HCIOTB30BaHNe 3aCTAaBKH C
MapoTbHOM 3alMTON NPH KPAaTKOBPEMEHHOM OTCYTCTBHMA Ha paboueM MecTe H T.
1) IJenaeT MAJOBEPOAITHLIM pealH3anMio naHHod yrposel. Mcmomesys
3aBHCHMOCTS [ 1], onpenessieM Ko3(QQHIHEHT peau3yeMOCTH yIPO3bl:

Y=(5+0)/20=0,25
H NPH3HAEM BO3MOXHOCTb peaM3aliiii PaCCMAaTPUBAEMOH YrpO3bl HH3KOH.

Jlanee B COOTBETCTBHM ¢ Tabmuueil 2 MOXHO CHENarh BBIBOX O €€

HeakTyaabHocTy [ gannoit MCI1JIn.

Yrposel yTeuxn undopmanin no kanary [[OMHWH, Bo3MOKHEI H3-33 HAIM4HA
37IeKTPOMATHHTHBIX H3JIyYeHHH, KOTOphle MOTYT PaclpOCTPaHAThCA 38 MpEeAeIBl
CTyXeOHBIX [OMEIUeHMH, B OCHOBHOM, MOHMTOpPa M CHCTEMHOIO 6ioka
KoMnpioTepa. OCHOBHYIO OMACHOCTb MPEJCTABISIOT YIPO3bl YTEUKH H3-32 HAIU4HA
3/IEKTPOMArHUTHBIX H3JIy4eHHH MOHUTOPA.

IMepexsar uH(OpMALMH C HCNOJb3OBAHMEM CHCLMANBHBIX TEXHMYECKHX
CPEICTB MOTYT BECTHChH [JW3-32 TDaHUUbl KOHTPOJIHPYEMOH 30HBI M3
6.1M31eKalllHX CTPOSHUH U TPAHCTIOPTHBIX CPEnCTB.

HeoBX0IMMO OTMETUTh, YTO OOBEKTHUBHBIE NPEMIOCHUIKM Ul peali3aluy
paccMATpHBAEMOH  YIpo3sl  CYyLIECTBYIOT, HO, YHUMTBIBas —XapakTep IT1x
paccmarpuBaemoii  MICTIJln MOXHO cpienaTh BBIBOJ O HH3KOH BEpPOATHOCTH
vrpossl.  Mcnoansys 3aBucuUMocTb  [1], onpenesseM  Ko3(QOUIMEHT
PeaTH3yeMOCTH YIPO3bl:

Y =(5+2)/20=0,35
H PH3HAEM BO3MOXHOCTh Peaji3allii PACCMATPUBAEMON yIpo3bl cpeaHek.

Jalee B COOTBETCTBHH ¢ Tabiuuedl 2 MOXHO cCHenaTe BhIBOA O e€
meaxTyaiabHocTH gaHHoH MCTIIH.

22. ¥rpo3bi HCA k 111, o6pabaTeiBaeMbIM B APM

Yrpossl HCJ] B asToHOMHOM APM CBsi3aHBl ¢ AeHCTBHAMH HapylIUTeNeH,
aseromux Joctyn k MCI/H, BrIrodas Monb3oBaTened UCTIH, peanusyromue
yTpo3m HenocpeacTBenHo B UCIIJIH.

B MCTI/In ua 6ase aBroHoMHOr0 APM BO3MOXHbI BCe BHAbI YA3BMUMOCTeH
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HCTI1s, 33 HCKMIOUYEHHEM YA3BHMOCTEH, CBA3AHHBIX C peain3aliei IPOTOKOIOB
CeTeBOr0 B3AMMOMEHCTBHA M KaHanoB nepejadn JaHHpX. B takux HCILa
BO3IMOKHB YTPO3bI:

e pealMsyeMbie B XOJC 3arpy3KH ONEPALMOHHOH CHCTEMbl W HAMPABIEHHDBIE
B3 NepexBaT napolicil WM HIEHTHQHKATOPOB, Moaudukauio 6a30804 CHCTEMBI
BBOIA BHBOAA, EPEXBAT YIIPABICHHS 3arPy3KOH;

e pealH3yeMble NIOCIE 3arPy3KH OTIEPALMOHHOM CHCTEMBI M HANPABIICHHBIE HA
BATIQTHEHVE HECAHKIHOHHPOBAHHOTO JOCTYHa € NPUMEHECHHEM CTaHNapTHBIX
$vEKIMH  (YHUYTOXEHHE, KONHPOBaHHE, TEpPEMEIICHHUE, (dbopMaTHPOBaHHE
pocETelell MHGOpMAUMH M T.I.) OMEPAlMOHHON CHCTEMbl C MNPHMEHCHHCM
cnemMaTsHO co3jaHHbIX s Bemonnenws HCJ[ mporpamm  (mporpamMM
DPOCMOTPa H MOIUGDHKAIIHH PEECTPa, TOUCKA TEKCTOB B TEKCTOBBIX Qaitnax T.1I.);

e BHEIpeHHS BPEJOHOCHBIX NIPOTPaMM.

HeoOX0IHMO OTMETUTh, UTO OOBEKTHUBHBIE IPEMIOCHUIKH Ul pealn3aiii
STPO3H CMIIECTBYIOT H MepEhl 10 obecreueHuto 6eszonacocty I1JIH He MpUHSATHIE.
C3e310BaTeTbHO. MOKHO CICTaTh BHIBOA O BBICOKOH BEPOSTHOCTH Ppealid3allii
3amHoi Vrpo3el. Mcrosb3ys — 3aBUCHMOCTD [1], ompeaensem Ko3hduunEHT
PEAIH3VEMOCTH YTPO3bl:

Y=(5+10)/20=0,75
H IpE3E2CM BOIMOAHOCTb PEalM3aliH PACCMATPHBACMOH yTrpO3EI BBICOKOii.

Jatee B cooTBeTcTBMM ¢ Tabnuuedl 2 MOXHO CHENatk BBIBOA O eé
axrvaismocrn 1aHHoii MCIIH.

2.3. ¥rpoau HIB nporpammHoro obecnetenns Ha APM ucnonn3yemMbIx

Axs obpaborxn I 1Au

Vrposu H/B nporpamMmHOro obecnieuenns ([10) Ha APM cBs3anbl C
NpOTpaMMHBIMH  3aKJIaJKaMy, — TIPEAHAMEPCHHO BHECEHHBIMU B MpPOrpaMMy,
KOTOptie MpH ONpeleNieHHbIX YCIOBUAX (BXORHBIX JAHHBIX) WHULUAUDPYIOT
BLIIOTHCHHEe HE ONHMCaHHBIX B JOKyMeHTauuu ¢ysxnui [10, npuBomsAlux K
BApVIICHHIO  KOH(QMIEHIMAIBHOCTH,  JOCTYMHOCTH WA LICJIOCTHOCTH
obpabaTnBaeMoH HHPOPMALHH.

HeoOX0IMMO OTMETHTh, YTO OOBEKTHBHBIE MPEANOCBUIKM JUIA pealH3aliu
PACCMATPHBACMOH  yIpo3hl  CYLIECTBYIOT. OnHako, COONIOACHHUA OIEPATOPOM
MCT1 s onpeaeneHHbIX TpeOOBaHUH N0 PE3ePBUPOBAHHIO Ba)kHOM MH(OpPMALKHK
BA MaOIHHHBIX = HOcHTelnax MHGOpMalMy, HCIONB30BaHME B KAueCTBE
pporpavyHoro  ofecriedeHHst  KOMIBIOTEpA  JTMUEH3HOHHbIC MPOIYKTHI,
BEVEOCHHTEIBHOTO BbINOJIHEHHS TpeboBaHull MHCTPYKLHH MONB30BATENA [Ne/aeT
PeaTH3ALHIO JTaHHOH Yrpo3sl Hu3Koil. Ycronp3ys 3aBucHMOCTh [1], onpenensem

x03GGHIHMEHT peanu3yeMoCTH YyIpo3bl:

Y=(5+2)/20=0,35
H IPH3HaeM BO3MOXKHOCTb peaji3aluu paccMaTpHBacMOi yrpo3bl CpefHeH.
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