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Vrposst HJIB mporpaMMuoro obecneyenus (TIO) ya APM ceTH CBf3aHEI C
DpOrpaMMHBIMH  32KJAJIKaMH{,  TIPETHaMCPEHHO BHECEHHBIMU B [pOrpammy,
KOTOpble NpPH ONpPEJENCHHBIX YCIOBHAX (BXOJHBIX JIAHHBIX) HHALMUPYIOT
BMNOIHEHHe He ONMHMCAHHBIX B JokKymentauuu ¢ymxuuit IIO, mpusondmux K
Bap\TIEHUIO  KOHQUACHUMAILHOCTH,  JOCTYIHOCTH MM L€TIOCTHOCTH
obpadaTrIBaeMoit HHpOpMALIHH ’

Heo6X0MMMO OTMETHTB, YTO OOBEKTHBHEIE MPEINIOCHUIKH AN pealu3alni
paccMaTpHBAacMOH  yIPO3bI  CYMIECTBYIOT. OpHako, CcOONIOAEHHUs OmepaTopaMu
HCTLIn onpeneneHHBIX TpeGOBaHMA MO PE3EPBHPOBAHHUIO BaKHOM HHDOpMALUH
HAa MallMHHBEIX HOCHTeNsX uHGOpMaluM, WCIOJIB30BAHME B  KadecCTse
APOTPaMMHOr0  OOECTeuEHHs — KOMIbioTepa  JIMICH3HOHHBIE OPOJYKTHI,
BEVKOCHHTENBHOTO BBIIOJIHEHUs TPeGOBAHMA MHCTPYKLHMK [OML30BATEN NeT1acT
PeaTH3ANMIO IaHHOH YTpO3bl HU3KOH. Wcrionb3ys 3aBACHMOCTE [1], onpenensem
x03QOHIAECHT Peaiu3yeMOCTH yIPO3aL:

Y=(5+2)/20=035

H TpH3HAaeM  BO3MOXHOCTH  peaTH3alnH paccMaTpUBAaEMOH  yrpo3bl
cpeIne.

Jatee B cooTBeTCTBMM ¢ Tabiuied 2 MOXHO CHenaTh BRIBOL O eé
HEaKTVaTbHOCTH.

BriBo1

J1s UCIIm Gyxrarrepur B MBYJO LUIT (r.Kpacnozasozck), npu
obpadotke I1[lH APM, wnMelolleH NOJKTIOYEHHS K CeTAM MeJ Iy HapOHOrO
HEGOPMAILIHOHHOTO 00MeHa, aKTYAJIbHBIMH SBIAIOTCA TOILKO yIPO3BI HC/.
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YTBEPXKJIAIO

e lypexrop MBY 10 AT

0 Cegasd %\ r.Kpacnozasozck
: Muxaitnosa I".H.
«05»urons 2018r.

v MOJAEJIb
yrpos 6e30nacHOCTH NEPCOHATBHBIX JAHHBIX, o6pabGaThiBaeMbIX B
MearorH4YeckoM oTaeje, HMEeoLeil MOJKIIUEHHS] K CeTAM Mex/yHapOaHOro
uHdopmanuonnoro oémena, 8 MBY JO AT r.Kpacno3aBoack

Beenenne

B MBY JO LUT (r.Kpactosagonck) HH(POpMAIHOHHAA —CHCTEMA
MepcoHaNbHEIX  JAHHBIX (UCT1[Jn), wucmonmp3yolllas B KaueCTBE CPC/CTB
ABTOMATH3alMH ABTOMATH3MpOBaHHBIE paboune MecTa (APM), npumensierca B
[I€JArOrHYeCKOM OTAENe U  COXEPNKUT IIEePCOHANBHBIC MAHHbIC (manee - IT1n)
COTPYIHHKOB YUPEXKICHUS 1 00yYatOLIUXCS.

o HAIMYMIO MOMKIIOYEHHH K CETAM MEX/yHAPOAHOTO HHGOPMAIMOHHOIO
o6mena UCTIJ{H OTHOCHTCS K CHCTEMaM, HMEIOLIHM MO AKJIIOYeHHH.

[lo pexumy obpaGorkn [1/In na APM cetn Gyxranrepuu HMICIIH
OTHOCUTCS K OTHOTIONB30BATEIBCKUM.

[Ipa COCTABIIEHNH MOJIENH YIpo3 6e301acHOCTH IMJu B JIBC Gyxranrepud,
AMeromel OAKTIOUEH s K CeTAM MesKIYHapOIHOTO NH(OPMaIOHHOTO obMeHa, B
noasenoMcTBeHEBIX Munrcrepersy IOV vcnonb30Banncs:

"MeTo¥Ka OIpPEAeTeHHs aKTyalbHbIX YTpo3 (6e301acHOCTH NEPCOHANBHEIX
NAHHBIX TpHM HX 06pafoTke B HHGOOPMALMOHHEIX CHCTEMax MepPCOHANBHEIX
nanbx", yreepxaentas ®CTOK 14.02.2008 (nanee - Meronuxa);

"BazoBas MOJeNh yrpo3 0e30IacHOCTH NEePCOHANBHBIX AZHHBIX TpH HX
06paboTke B  HH(OPMAIMOHHBIX ~ CHCTEMaX  MEPCOHATBHBIX J@HHBIX",
yreepxennas ®CTIK 15.02.2000 (nanee - Mopgnens yrpos).

L OnpernesnerEne akTyalbHOCTH Yrpo3 Gesonacroctu 11u nus UCIIH
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B COOTBETCTBMH ¢ MeTOAMKON aKTyalbHOH CUMTAeTCs yrposa, KOTOpas
MoxeT 651Th peannsosata B MICTI/IH 1 mpeAcTaB/iATh OMACHOCT: AN I dn. Mot
OIIeHKH BO3MOXKHOCTH PEANIM3ALIMH YTPO3bl HCIONB30BATHCH 11BA NOKA3ATE/LA:

. ypOBeHb HCXOAHOH 3aIHIIEHHOCTH pannoi UCIIH;

. 4acTOTa (BEPOSTHOCTD) pealiu3alin paccMaTpHBaEMO# yrpo3bl.

Tlpx OTHECEHMM PaccMaTpUBAEMOli yrpossl K axTyajnbHOH OBl OfIpesieneH
nokasarens onacHoctu st MCTI

1.1. Tlokazarens ncxoauoit samumexsoctn KUCI1TH

JanHbIi HokasaTelb B COOTBETCTBMH ¢ MeTOMKON 3aBUCHT OT
TEXHHUECKUX M OKCIUIyaTaUHOHHBIX XapaKTepPUCTHK WUCIJa (tabn. 1) w
COOTBETCTBYET CpelHeil CTEMeH! HCXOAHOH 3aMIIeHHOCTH (Y1=5).

o s v o S & . Tabmmal
No TexHUUecKUe U SKCTUIyaTallHOHHBIE XapAKTCPUCTHKH 1 YposeHs
- HNCIIAx 3aLIUIEHHOCTH
1 Ilo TeppUTOPHANIBHOMY PasMELIEHHIO. BBICOKHH
2 Ilo HATMUHMIO COSTHHEHUS ¢ CETAMH OOLIEro NOoNbL30BaHMS. BBICOKUI
1o BCTPOEHHBIM (JEralbHBIM) OIEParMAM C 3aluCiMH 6a31 —
NEpPCOHAIBHBIX JAHHBIX. i P
4  Tlo pa3rpaHH4eHHIO JOCTYyMa K UCTIn [ cpesHn#
5 Mo nanuumro coenunenuii ¢ apyrumu Gazamu [TlH MEBIX BbICOKHH
UCTIAn. )
6  Tlo yposHio 0606uieHHs (o6e3mmunBanns) I1/TH. | HU3KAA
B s v L e SIS, AR
[To o6bemy I1JIH, KOTOpBIE MPEACTABIAOTCS CTOPOHHMM BBICOKUH

rnons3oBaTensm UCTIJ{H 6e3 npessapuTeIbHOl 06paboTky.
1.2. YacToTa peanu3auyy paccMaTpABaeMOH yTpoO3sl

[loa YacTOTOM MOHUMAETCS ONPEAENAEMBIA IKCIIEPTHBIM [IyTEM TOKasaTellb,
XapaKTepU3yIOLMil, HACKOJIBKO BEPOATHBIM SBIFCTCH peAUsallii KOHKpPETHOMH
yrposst GesonacHocty T1/IH ju1st raHHOH UCTI/Iz B cKJIaABIBAIOMIMXCS YCIOBUAX
o6cTamoBky. IIpH COCTRBEHHH [EpEYHs aKTyalbHBIX Yrpo3 HCIIOIB3YIOTCH
geThIpe BepOAIBHBIX IPAJALIMK 3TOTO [OKA3aTeld (Y2):

0 - MaNIOBEPOATHO;

2- HM3Kas BEPOSTHOCTb YTPO3bI;

5 - CpeMHsAs BEPOATHOCTD YIPO3bL;
10 - BBICOKas BEPOATHOCTD YTPO3bL.

C y4eroM BBIMIEU3NOXEHHOTO K03 (HUUMEHT Peau3yeMOCTH YTPO3bI x)

6)’IIeT onpenenﬂ’rwﬂ COOTHOUICHUEM!
Y=(5+Y2)/20, [1]

R
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eciu 0<Y<0,3, TO BO3MOXHOCTh PEalIH3alMH YrpO3bl IPU3HAETCS
HU3KOIA; }

ecm 0,3 <Y< 0,6, TO BO3MOXHOCTb peaji3allii Yrpo3bl IPU3HAETCA
cpeaHeH;

ecman 0,6 <Y <0,8, TO BO3MOYKHOCTh pealHu3alliy Yyrpo3bl INpU3HAETCS
BBICOKOH;

ecit Y>0,8,  TO BO3MOXHOCTH pealli3allid yIPO3bl IIPH3HAETCS OYCHB
BBICOKOH

1.3. ITpaBuna oTHECEHNs yIPO3bl 6e30NACHOCTH K aKTyaIbHOH

[NoxasaTens omacHocTH s paccmarpuaemoit  HICTI[H Gl omnpeneneH
KaK HW3KHM, T.e. peanusauus Yrpo3bl MOXET IPHBECTH K HE3HaYHTENbHBIM
HeraTMBHBIM mochencTBusM ans MBYJIO LIAT r.KpacHosaBoack. 3aTeM B
COOTBETCTBHM ¢ MeToAuKol oOnpefensercs aKTyalbHOCTh PpaccMaTpHBaeMOM
yrpo3st (Tabm. 2).

: I : . — = Tabmuua2
B0O3MOXHOCTD pean3allus yrpo3sl Tloxazarenp ONAaCHOCTH YTPO3bl - HU3KUH

Huzkas i HeakTyasbHas

Cpennss HeakTyalbHas

Bricokas axTyanpHas

1OueHb BbICOKas aKTyabHas

2. VYrpossl 6e3onacrocTy I1IH

Ipu obpabotxe I1[IH, He MMEIOWEH MOMKIIFOYCHUS K CETAM CBA3M obero
[ONB3OBAHAA U (MNIM) CETAM MEXIYHApoAHOro HH(pOpMaiuoHHOro ofbMeHa, B
COOTBETCTBMH ¢ MOeNbo Yrpo3 BO3MOXKHA peanu3alus CHeIyroHX yrpos
6€e30MaCHOCTH NTePCOHAIBHBIX JTaHHBIX:

. Yrpo3bl yTEYKH MHGOPMALUK IO TEXHUIECKUM KaHajaM;

. yrpossl  HecaHKUMOHHpoBaHHoro jgocryma (HCH) «x Il
00pabaTbIBaeMbIM B CETH;

8 YIpo3bl HeJleKIapHpoBaHHbIX BosMoxHocted (HIB) nporpammuoro

obecreuenns Ha APM wucrnons3yemsix Ui obpabotku ITJIH.
2.1. Yrpossl yreuky HHGQOPMALIUHK 110 TEXHHYECKIM KaHalaM

Yrpo3sl yTeukd HHGOPMALIMH 110 TEXHHYECKUM KaHaTIaM BKIIOYaKoT B ceOst:

. YIPO3bl yTEUKH aKyCTHIECKOH (peueBoii) HHpOpMaLuy;
. yIpo3bi yTEUKH BUIOBOH HHGOPMANNY,
. yrposel  yTeukd  HHGOpMAlMM O  KaHaly — [0GOYHOro

3/eKTPOMArHUTHOTO M3Nyderus u Haponku ([ISMUH).
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BO3HHKHOBEHWE YTPO3 YTEUKH aKyCTHYECKO# (peueBoil) uHbOPMALHH,
coiepxalasics HEIOCPENCTBEHHO B MpPOM3HOCHMOM, pevn  NOJL30BaTels
uadopmarmontoit cucremsl [11n (MCTIH) npu obpabotke I1n B HUCI/H,
obycToBNTeHo HanndHeM (YHKUAM TOJOCOBOTO BBOJA IIIu 8 UCIJa wam
dyHKumMn Bocnpoussenenus [1JIH aKycTHHECKAMH CpeNCTBAMA NCTIH.

OTCyTCTBHE BBILENPHBEACHHBIX QYHKIMH IpH obpabotke 111 8 UCI1TH
[03BOJISET HCKITIOUATE JAHHYIO Yrpo3y M3 CIYCKa akTyalbHbIX yrpos I J@HHOH

HUCT1 A,

Peanusanus yTpo3bl yTeuKH BHJOBOH HH(QOpMALMM BO3MOXHA 33 CHET
npocMoTpa MHGOPMALMH BBHIBOAMMOH Ha JKpaHbl MOHMTOPOB KOMILIOTEPOS,
BxoAsuMx B coctaB APM, ¢ NOMOLIBIO ONTHYECKHX (ONITHKO-3/IEKTPOHHBIX)
CpeCTB, BHEJPEHHBIX B CiyXeOHbIE MOMEIIEHHS WM CKPBITHO HCIOIB3yEeMBIX
H3MUECKHMY TMLIAMH TIPY TOCEICHUH HMH STHX MOMeIIeHHH.

Onnaxo, cobmogenns onepatopom WCIIIH ompeneneHHbIx TpeboBanHuil
(APM B nOMelleHuM pa3MeLIAlOTCs TakuM 00pasoM, 4yToGBl  HUCKIIOUNTD
BH3YaTIbHBIH [POCMOTP 3KpaHa MOHUTOpA JIMUAMU, HE MMEIOLMMH OTHOLUCHHUA K
obpabaTsiBaeMOli HHGOPMALUH, Yepe3 OKHO, & TaKkXe MCMOJIL30Banne 3aCTABKH C
NapoTbHOM 3aIUUTOM MPH KPaTKOBPEMEHHOM OTCYTCTBHH Ha paboueM mecTe ¥ T.
1) Jenaer MAJOBEPOATHBIM PpEaTH3ali0  JAHHOM  YrpO3bL. Hcnonb3ys
3aBHCHMOCTS [1], onpeensieM KOO GUIMEHT Peau3yeMOCTH yrpO3bl:

Y=(5+0)/20=0,25

W ITIpU3HAEM  BO3MOXHOCTE  peaju3aliuu paccMaTpuBaeMoll  YTpo3bl
HU3KOH.

Jlanee B COOTBETCTBAM C Tabnuued 2 MOXHO CHENaTh BBIBOA O eé
HeakTyanbHocTH 4 fanHod MCTIIH.

Yrposbl yTeYKH HHQOpMaLHy IO KaHamy [IDMHWH, B0O3MOHBI H3-32
HATMYMS EKTPOMATHUTHBIX H3TyYeHHH, KOTOpsle MOTYT PAaclpoCTpaHAThCA 33
npesiensl CIyXeGHBIX NOMelleHul, B OCHOBHOM, MOHMTOpa H CHCTEMHOTO 6noka
xoMrbroTepa. OCHOBHYIO ONaCHOCTH TPEACTABIIAIOT YIPO3B yTEHUKH U3-33 HAMTHA
31€KTPOMATHUTHBIX H3JTy9eHIHA MOHUTOPA.

TlepexpaT MHGOPMALHMHM € HKCIIONB30BAHMEM CIICUMANBHBIX TEXHHUECKHX
CpPencTB MOIYT BeCTHCh [Ju3-3a TpaHHMLbl KOHTPOJHpPYeMOi#l  30HBI U3
6IM3NeXalMX CTPOSHHH ¥ TPAHCIIOPTHBIX CPEACTB.

Heo6X0MMO OTMETHTS, 4TO 0GBEKTHBHEIE MPEAIIOCBUIKH Uil pealn3aliu
paccMaTpUBaeMOH  yrpo3sl  CYIIECTBYIOT, HO, Y4MTHIBas XapakTep JaDa:e
paccmatpusaemolt  MICII[(H MOXHO clielaTh BBIBOA O HH3KOH BEPOSITHOCTH
yrposel. Hcmone3sys 3aBUCUMOCTb  [1], ompenenseM  kod(pduumuent
peaTn3yeMOCTH YIpO3bL:

Y=(5+2)/20=035

¥ TIPM3HaEM BO3MOXKHOCTh Pealii3alii paccMaTpHBaeMOi YIpo3bl CPEIHEH.

Jlanee B coOTBeTCTBHM C TaljuUed 2 MOXHO CAenaTe BRIBOL O eé
HeakTyansHocTH anHoi UCTIgH.
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2.2. Vrpozst HCH k T1/14

VYrposs HCJl cBa3aHsl ¢ JEHCTBUAMY HapylIUTeNneH, MIMEIOIMX JAOCTYT K
HUCTIa. Bkmouas mnonbsoBareneli  HMCII[H, peanusyromue  yrpo3ssl
penocpeiacteenro B UCIIJH, a Taxke HapyluTencH, HE MMEIOLIMX AOCTYN K
MCTL I8, peaTH3yIOUIMX YIpo3sl U3 CeTell MENIYHAPOAHOTO UHQOPMALMOHHOTO
odwmeHa. '

B raxux UCI1/IH BO3MOXHEL:

. YTPO3BI, pealu3yeMble B XOJ€ 3arpy3Kd ONEPALMOHHOH CHCTEMbl H
HanpaBIeHHBIE HA [IePEXBAT Mapoiel WM HIeHTH(PHKATOPOB, MoIH(UKALHIIO
6a30B0# CHCTeMBI BBOIA/ BEIBOJIA, [IEPEXBAT YIIPABIICHHSA 3aTPy3KOH;

. VTPO3BI, peaTnu3yeMble [0CIe 3arpy3Kd OMEPalMOHHOA CHCTEMBI H
HaNpaRIeHHbIE Ha BLIIONHEHHE HECAHKLMOHUPOBAHHOTO JOCTYNA C IPUMEHEHMEM
CTAaHIapTHBHIX  QyHKUMH  (YHMUTOXKEHHe,  KONMPOBAaHHE,  MEPEMELICHHE,
dopmaTHpoBanHe HocuTenelt HHQOPMALMM M T.N.) ONEPALMOHHOH CHCTEMBI C
MpHMEHeHHEM CreUuanbHo cosfaHHeix ans  Bemonnenus HCJL mporpamm
(IIpOrpaMM MPOCMOTPa ¥ MOAU(HKALMHA peecTpa, NMOHCKa TEKCTOB B TEKCTOBBIX
dailiax 1.1L.);

. yTpo3bl "Ananuza ceTeBoro Tpaguka' ¢ IEpeXBAaTOM nepeaBacMou
1o ceTd AHGOpMaLHH;

. VIPO3b! BLISIBIEHHS TApOIEH;

. VTPO3bl YAATEHHOTO 3aIlyCcKa MIPHIIOKEHHH;

. VIPO3b! BHEAPEHHS [10 CETH BPELOHOCHBIX IPOrpamMm;

. VIPO3bl CKAHMPOBAHHWS, HAIPaBlicHHbIE Ha BBIABICHME THIIA

onepauuonno# cuctemsl VICTI/IH, ceteBbix ampecoB APM, OTKpBITEIX MOPTOB U
CIy&O M Ip.;

. YTPO3bI BBISBIECHHUS MTapOJIeH;

- yrpo3bl THna «OTka3 B 00CTyKUBAHHNY;

. yrpo3s! niojtydenust HCJL ryTéM roJiMeHs! JOBEPEHHOTO 0OBEKTa;
. YIPO3bl YAANEHHOTO 3allyCKa TIPHIIOKEHHUH;

. YTPO3bl BHEAPEHHS 10 CETH BPEJIOHOCHBIX IIPOrPaMM.

Heo0X0IuMO OTMETHTh, YTO OGBEKTHBHBIE MPEATIOCEUIKH [JIs pealn3alyuu
VTPO3bI CYLIECTBYIOT M MepbI 110 obecreuennto GezonacHoctd [1/IH He MPUHATHIE.
C1e10BaTeIbHO, MOXHO CHENaTh BRIBOZA O BBICOKOH BEPOSATHOCTH pealu3aliu
1aHHOW yrposel. Mcmomssys — 3apucmmocTs [l], omnpemensem k03 huLHeHT
PeaIH3yeMOCTH YTpOo3bl:

Y=(5+10)/20=0,75

M TpE3HAeM BO3MOXKHOCTh  PElM3alMH paccMaTpuBaeMOH yrposbl
BBICOKOH.

Jalee B COOTBETCTIBHM ¢ Tabiuleil 2 MOXHO caenath BBIBOX O e
axTyatbHocTd nanHod MCI1JH.

2.3. Vrposst HJIB  mporpammHoro ofecrnedeHHs — Ha APM cern,
HCTIOIB3yeMBIX 1715 00paboTku 111




